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About Us

ABOUT ECCRI CIC

The European Cyber Conflict Research Incubator CIC (ECCRI CIC) advances the interdisciplinary
study of the impact of digital and emerging technologies on global affairs, in Europe and beyond.
The Incubator exists to conduct, facilitate and promote research and education on these issues
for policymakers, industry, civil society, and the general public.

WHO IS THIS GUIDE FOR?

This guide is primarily for universities and other higher education institutions currently running
or thinking of introducing Cybersecurity Seminars in their institution. It is addressed to the
Faculty Champions and EDI Champions of these programs. Beyond the Cybersecurity Seminars
program, this guide may also be relevant for other organizations involved in practical
cybersecurity education.
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About the Cybersecurity Seminars Program

The Google.org Cybersecurity Seminars program supports cybersecurity seminar courses in
selected universities and other eligible higher education institutions in eight European countries,
to help students learn more about cybersecurity and explore pathways in the field. The program
actively supports the expansion of cybersecurity training in European universities, to build the
diverse workforce needed to help the most vulnerable organizations in Europe prevent potential
cyberattacks. It also addresses new risks from artificial intelligence (Al), providing students with
an understanding of Al-based changes to the cyber threat landscape and helping them
effectively integrate Al into practical cybersecurity measures.

Participating universities are expected to actively promote equality, diversity, and inclusion
within their programs. They should encourage the strong participation of individuals from diverse
backgrounds and create an inclusive environment for education, thereby enriching the overall
learning experience and strengthening the cybersecurity community.
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Overview

This guide provides an overview of best practices for incorporating equality, diversity, and
inclusion (EDI) into practical cybersecurity education, especially the Cybersecurity Seminars
program.

We first outline what we mean by EDI, and why EDI matters for cybersecurity education. Not only
is an EDI-centered approach the right thing to do, because it supports and advances human
rights, but it is also good for educational outcomes.

We then show how EDI considerations are relevant throughout the whole lifecycle of the
Cybersecurity Seminars program, and explains how institutions can advance EDI goals without

excessive collection of personal data.

We then consider the incorporation of EDI into each step in the Cybersecurity Seminars program

inturn:

University Team

Incorporating EDI within
the cybersecurity
seminars leadership will
help build an inclusive
environment among
faculty and better reflect
the field of cybersecurity
to students, as well as
promoting engagement.

Student Training

Universities should
promote diverse
participation in student
training, ensuring that
learning resources,
methods and
environments are
inclusive and welcoming
for all.

EDI in Cybersecurity Education | 6

Step 3

Local

Communities

Universities should
consider EDI when
selecting local
community
organizations for
engagement, as well as
developing EDI-focused
programs for assistance
and ensuring
sustainability after the
program ends.
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Overview

Embedding EDI takes time, and sometimes requires additional human and financial resources.
We strongly encourage you to take steps towards integrating EDI into as many areas as possible,
as soon as possible. By implementing EDI into practical cybersecurity education, you not only
improve the learning environment for your students and staff, but also contribute to a better

future for the cybersecurity industry.

We include a list of additional resources and an appendix on definitions at the end for further

reference.
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What is EDI?

EDI is an acronym for Equality, Diversity and Inclusion (also known as DEI).m Implementing EDI
into university strategies and practices can help promote a representative and inclusive
environment for students and faculty.

Equality

Equality ensures that everyone, regardless of their personal characteristics,
has access to the same opportunities. You might also come across the
term Equity. Equity refers to acknowledging and resolving
disproportionate barriers to opportunities and resources that someone
might face.

Diversity

Diversity involves recognising and valuing the different backgrounds,
experience and knowledge that an individual has.

Inclusion involves creating an environment where people can be
themselves, voice and share opinions and where differences between
individuals are welcomed and encouraged.

[1] DEI often uses the term equity rather than equality, although with a very similar meaning. See the United
Nations Global Compact, “Diversity, EqQuity and Inclusion (DEI).”

[2] Summarized from CIPD (Chartered Institute of Personnel and Development), “Equality, Diversity and
Inclusion (EDI) in the Workplace.”
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What is EDI?

It is important to consider diversity in its widest sense. This goes beyond the usual elements of
race, ethnicity, religion, age, ability / disability, and sexual orientation to include factors such as
education, socio-economic background, migrant / refugee status, geographic diversity (rural or
urban), cultural and linguistic diversity and diversity in terms of ways of thinking and viewing
the world, including but not limited to neurodiversity.

!
I NTE RS ECTI o NALITY recognizes that people's

lives are shaped by their identities, relationships and social factors. These

combine to create intersecting forms of privilege and oppression
depending on a person's context and existing power structures such as
patriarchy, ableism, colonialism, imperialism, homophobia and racism.?!

Another overarching framework to consider is intersectionality. Intersectionality can be seen as
a theory, methodology, paradigm, lens or framework which will help you apply an inclusive
element to your work. In essence it is about recognizing the multiple and intersecting identities
every person has (such as age, sex, sexual orientation, race, nationality, migrant status,
disability, religion, ethnicity, education, poverty status, geographic location (rural / urban),
family status, etc.) and how this complexity forms part of a person’s lived experience.

[3] United Nations Entity for Gender Equality and the Empowerment of Women (UN Women),
“Intersectionality Resource Guide and Toolkit.”

European
Cyber Conflict

EDI in Cybersecurity Education | 9 Research

Incubator




What is EDI?

These multiple identities can compound existing forms of marginalization or discrimination. For
example, an elderly, disabled woman living in a remote rural location will have different
challenges and possible forms of discrimination than a young, able bodied urban woman, and
these different elements of age, ability, sex and geography, among other identity factors combine
to form who she is and how she accesses services. It is important that the multiple and
overlapping parts of women and men’s identities, and a person’s identity and relationship to
power, are considered in cybersecurity education.

Another related principle is “do no harm”."! Sometimes programs can inadvertently reinforce
stereotypes or social or cultural norms and attitudes which reinforce discrimination or inequality.
One mitigating strategy is to build a diverse team to design and implement the program.

[4] UK Pact, “Guidance on Gender Equality and Social Inclusion (GESI).”
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Why Does EDI Matter?

Implementing
EDI enables
people with
different
backgrounds

to work
together and
learn from one
another.

itself.
and

EDI is in and of

Implementing EDI

Firstly, important
into the workplace,
classroom, creates a positive environment where
people with different backgrounds can work
together and It

beneficial for students and faculty, and aligns

learn from one another. is

with wider societal expectations that the

workplace and educational institutions are

inclusive.

Secondly, taking proactive measures towards
EDI makes organizations and individuals more
productive and improves cybersecurity. Bl Not
only is an EDI approach the right thing to do,
and furthers a human rights-based approach to
education, but it is also good for program
outcomes and enhances decision making. It has
been proven that more diverse organizations
perform better and make better decisions. In
particular, both
evidence that gender equality promotes better
workplace conditions, better decisions,
improved productivity, research outcomes and

there s acceptance and

improved policies and governance.

[5] Millar, Shires, and Tropina, “Gender Approaches to Cybersecurity: Design, Defence and Response.”

Step-by-Step Guide Generic Template | 11

European
Cyber Conflict
Research
Incubator




Why Does EDI Matter?

The opposite is also true. A lack of sufficient
knowledge and analysis of the challenges and
needs of target groups and beneficiaries can
) lead to the adoption of inappropriate or partial
Fosterl ng a n solutions to these problems and needs. It is

therefore important to keep EDI considerations
at the forefront of educational design to make it

equal, diverse

more responsive to the needs of all participants,
which in turn will create more robust,

a n d | n C | u S ive comprehensive and more sustainable learning.

Ultimately, fostering an equal, diverse and

e nVI ro n m e n t inclusive environment for faculty and students

within universities and industry will attract
WI” att ra Ct diverse talent and help to advance the

cybersecurity field. Creating an inclusive
environment at universities improves EDI

d Ive rse t a | e n t culture in the future industries students work in,

with positive impacts on those ind ustries.

a nd hel p Embedding EDI takes time, and sometimes

requires additional human and financial
a d Va n Ce t h e resources. There is no expectation that you will
be implementing EDI across all areas of
cybersecurity education at all levels. However,

Cybe rsecurity we strongly encourage you to take steps

towards integrating EDI across as many areas as
fl e | d . possible, as soon as possible. By implementing
EDI into practical cybersecurity education, you
not only improve the learning environment for
your students and staff, but also contribute to a
better future for the cybersecurity industry.

[6] Hunt et al., “Diversity Matters Even More: The Case for Holistic Impact.”
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Conducting an EDI Assessment

Conducting a basic EDI assessment (sometimes referred to as a gender equality and
social inclusion (GESI) assessment) of the content, methodology and approach of your
seminars does not have to be costly or timely - it merely involves taking some time to
consider the diversity elements of your seminar as well as the logistics of seminar
delivery.

Some questions to consider are:

Considerate Scheduling

Is the seminar delivered at a time that is convenient for students / participants
to access the seminars?

Caring Responsibilities

If delivery is in person, are there any provisions that can be made for childcare
or other caring responsibilities during the seminars?

Physical Access

Will transport, accessibility or safety concerns be a barrier to participation?

Equal Participation

What adjustments are needed to ensure physical or remote access for those
with physical, visual or auditory impairments or neurodiverse students who
may need adjustments / accommodations?
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EDI and Cybersecurity Seminars

Many cybersecurity agencies are already championing EDI. I' The UK National Cyber Security
Centre (NCSC) has conducted pioneering research into diversity in the UK cybersecurity industry. (€]
In the EU, ENISA has championed for inclusion and the removal of biases through their #CyberAll
campaign.l®l At an educational level, there are numerous university initiatives in related fields.
One example is the Rising Stars project, first launched at MIT in 2012, where students from
underrepresented groups interested in an academic career within computer science, or electrical

engineering, participate in a workshop.“o]

Ensuring an EDI perspective in the early stages of seminar design helps to address more
appropriate issues for specific target groups and enables proper planning.

EDI is relevant across the whole lifecycle of a Cybersecurity Seminar (see figure below). First, it is
relevant for the faculty and administration of the seminar, including teachers, managers, and
instructors. Second, it is relevant for the students participating in seminars, learning from the
resources, classes, and activities provided by the university. Third, it is relevant for the local
community organizations (LCOs), who receive cybersecurity assistance from those students.

@=®
(k)

®—@

Local Community
Organizations

Students  —

[7] Andrews, “Good Practice Guide for Establishing Equity, Inclusion and Diversity as Part of National Cyber
Security Strategy.”

[8] Jennings, “Decrypting Diversity: Diversity and Inclusion in Cyber Security.”

[9] ENISA European Union Agency for Cybersecurity, “#CyberALL - Embracing Diversity, Empowering Cyber
Inclusivity, and Welcoming Fresh Perspectives to Tackle Challenges.”

[10] MIT EECS, “Rising Stars in EECS.”
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EDI and Cybersecurity Seminars

As well as being relevant across all three elements of program design, EDI is simultaneously an
individual, organizational and systemic issue:

Individually:

EDI concerns an individual's identity and self-presentation, including their
personal perspectives and decisions.

Organizationally:

EDI concerns the policies and practices put in place by institutions,
including both those explicitly dealing with EDI considerations and those
indirectly affecting them (ranging from harassment and abuse policies to
employment contracts and opening hours).

Systemically:

EDI concerns the wider social and national contexts affecting the life
chances of individuals, including systemic racism or sexism, population-
wide issues such as forced migration, and particular political or cultural
touchpoints.

It is important to understand EDI across these categories, as well as how decisions made in one
category will inform another. As introduced earlier, the overlapping influence of different aspects
of a person’s identity on their overall experience of an organization or system is known as
intersectionality. Through the Cybersecurity Seminars program, you can shape individual and
group decisions to better inform students' understanding of the cybersecurity field, whilst
making the environment and classroom more diverse.
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EDI and Personal Data

You can improve EDI without excessive personal data collection. Consider the following:

Institutional Awareness:

Monitoring EDI progress within your institution is helpful in understanding
what is and what is not working.

However, care must be taken over how data is collected and stored to

ensure that the institution is abiding by EU or local laws and that the
individual(s) who have supplied the data are not at risk.

GDPR Compliance:

Institutions should exercise discretion regarding what equality monitoring
data they collect and how they collect it. If the person or institution
collecting the data is able to identify the person whose data has been
collected, then equality data is considered personal data under the General
Data Protection Regulation (GDPR) and is protected.

Anonymization:

Data which is anonymized, that is data which is unidentifiable to the
person(s) who it attributes, is not considered personal data by the GDPR.
Care must be taken to ensure anonymized data cannot be attributed to
the person(s) it relates to.

Equalities Monitoring Policies:

Universities should consult their equalities monitoring policies and
relevant legislation to ensure they are complicit with all relevant data
protection laws.
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Three Steps to Incorporate EDI

The following sections ask who, what and how to incorporate EDI in three key steps:

Step 1: EDI in Your University Team

Who? Build an inclusive environment among faculty and students.

What? Construct inclusive seminars with accessible methods and approaches.

Create an open environment to overcome workplace barriers faced by

How?
employees and employers.

Step 2: EDI in Student Instruction

Who? Aim to increase diversity in participation of your seminars and tailor
; delivery to your target audience.

What? Consider if your materials are negatively reinforcing stereotypes, language
; and terminology used, cultural sensitivity, inclusivity and accessibility.

How? Increase flexibility to accommodate needs of students and staff.

Step 3. EDI and Local Community Organizations (LCOs)

Who? Prioritize EDI impact when selecting LCOs.

Emphasize a non-hierarchical learning environment and the importance of

What? . :
co-creation with LCOs.
How? Ensure engagement with LCOs is inclusive for both students and LCOs.
European
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Step 1

EDI in Your University Team

Incorporating EDI within the leadership of the cybersecurity seminars will help build an
inclusive environment among faculty, better reflect the field of cybersecurity to students,
and will also promote engagement and responsiveness from all students.

Things to consider when forming your team:

Cross-Department Collaboration

The way we think about cybersecurity is changing, and drawing from the
expertise you have across other departments can be an excellent way to reflect
a broad approach to cybersecurity education. This might include consulting
colleagues from a politics department, to expand knowledge of the political
consequences of cybersecurity across different environments, the gender
studies department, to discuss the gendered implications of this work, the law
department to understand policy implications, or the department of
Philosophy for practical ethics.

Team Structure

Taking the time to consider the structure of the team, including leadership,
teaching, and non-teaching staff, can help to foster an inclusive and open
environment. As previously noted, forming a diverse team is beneficial for
output. Similarly, encouraging open communication between teaching and
non-teaching staff involved in the cybersecurity seminar will help in reporting
and responding to feedback and contribute towards a positive and improved
work environment.
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Step 1

EDI in Your University Team

In addition to this, steps can be taken to embed EDI within the team:

Create Awareness:

Ensure staff understand what EDI is, its purpose and how they can
participate in improving the EDI culture.

Build a Vision:

In creating a vision for what EDI will look like among the teaching and non-
teaching team, and within teaching materials for students participating in
the cybersecurity seminar.

Communicate and Encourage Others:

Find ways to communicate your goals and achievements. This could be
done internally among students and staff, or externally on your
department’s website or social media.

Advertise Cybersecurity Seminars Widely:

Use creative, different methods to ensure they reach a diversity of
prospective participants.

European
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Step 1

EDI in Your University Team

EDI can be integrated into teaching methods and approaches. When constructing the
seminar, you should develop an inclusive and engaging programme for students. For

example, the University of Carleton offers a toolkit to incorporate EDI in syllabus and
mi

teaching.

This toolkit proposes the following considerations:

¢ Incorporate flexibility into the syllabus structure.

e If your seminar involves assignments, consider using a variety of assignment
styles to decrease the pressure felt by students for each assignment.

e Have conversations with your students about workload expectations at the
start of the cybersecurity seminars.

e Have conversations with your students about any potential barriers they would ‘
face to attending seminars or completing assignments.

e Ensure instructors / trainers have access to EDI training and resources.

[11] Harris, Mullally, and Thomson, “Science Is for Everyone: Integrating Equity, Diversity, and Inclusion in
Teaching: A Toolkit for Instructors.”
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Step 1

EDI in Your University Team

You should consider training / sensitization in EDI terminology. For example, all trainers
/ facilitators should learn the difference between ‘gender-sensitive, ‘gender-neutral,' and
‘gender-transformative' language to understand how language can perpetuate bias and
discrimination. Avoid using harmful stereotypes and gender-discriminatory language
that demeans or ignores women, men or gender non-conforming people.

Consider some of the definitions below, and refer to the Appendix for definitions and
more detail.

GENDER-SENSITIVE LANGUAGE
ensures gender is appropriately discussed

GENDER-NEUTRAL LANGUAGE
Is not gender specific

GENDER TRANSFORMATIVE LANGUAGE
changes biased thinking
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Step 1

EDI in Your University Team

Creating an inclusive and open environment for members of your team is important for
overcoming workplace barriers faced by employees and employers.

Many institutions have adopted flexible working policies, giving members of staff the
opportunity to create a schedule which helps maintain their work-life balance and meet
their responsibilities away from the office. Flexible working refers to any work
arrangement which accommodates flexibility on where, how long and when a member of
staff works.

Possible options include:

Part-time working or job-sharing.

Flexible start and finish times.

e Remote or hybrid working.

e Compressed work hours.

The options for working arrangements for your employees should be clearly
communicated to staff, and available to all. Policies should be clear and easy to

understand, so that staff do not feel deterred from choosing flexible working as an option.ﬂz]

Additionally, when on-campus meetings and teaching are taking place, ensure that
buildings and rooms are accessible for all teamm members in attendance. This goes
beyond physical access issues to include any auditory, visual, lighting or technological
accommodation needed for those with an auditory, visual, linguistic or other impairment
or neurodiverse needs.

[12] Ernst Kossek, Gettings, and Mistra, “The Future of Flexibility at Work.”
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Step 2

EDI in Student Instruction

Students of cybersecurity and related fields reflect the future cybersecurity workforce. A
well-known survey by ICS2 reported that women account for only 24% of the
cybersecurity workforce, an improvement from 11% in 2017. = However, many groups
remain underrepresented in the field, with marked intersectional differences. Asian
women represent 8% of the workforce, Black women 9% and Hispanic women 4%.
Similar numbers are seen in universities.

While gender gaps among students will vary between universities, a study carried out by
the UK's Department for Science, Innovation and Technology (DSIT) examining
cybersecurity university education found that just 12% of undergraduate students and
23% postgraduate students in cybersecurity identified as female.l!

..Just 12% of undergraduate students and 23% postgraduate

students in cybersecurity identified as female™ 73

[13] “Women in Cybersecurity: Young, Educated and Ready to Take Charge.”
[14] Coutinho et al.,, “Cyber Security Skills in the UK Labour Market 2023.”
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Step 2

EDI in Student Instruction

Many universities and industries are adopting strategies to address these gaps, including
outreach to encourage women and girls into STEM generally, or into cybersecurity
specifically. An example of this is the Future Advancers of Science and Technology (FAST)
programme at the University of California Berkeley, where scientists, technologists,
artists, engineers and mathematicians (STEAM) connect with high school students to
work on projects and encourage students from diverse backgrounds into STEAM

professions. 0]

Diversity in cybersecurity is moving in a positive direction, but more action can be taken
to promote diversity among current and future cohorts, as well as to encourage students

from a non-technical background to consider cybersecurity as a career option.

Some questions to consider in terms of ensuring diversity of participation in the
seminars:

Who is the target audience for this seminar and why?

You may not be expecting certain students to take part in the seminar, but could
you spark their interest in the subject?

Could you persuade them of its importance from a gender perspective or diversity
perspective?

Is there a way of packaging the outcomes of the seminars in a way that could
encourage broader uptake?

[15] “FAST - Future Advancers of Science & Technology.”
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Step 2

EDI in Student Instruction

The selection of the right entry points to spark engagement should be a priority
consideration for the training team. This result should subsequently inform any necessary
change to the training materials and included in the facilitation notes for the training.

Some additional tips for your training team are listed below:

e Use relevant examples to demonstrate the importance of intersectionality.

e Use non-technical analogies to explain technical topics, focusing on their
human and / or social impact.

e Explicitly and sensitively ask about and address barriers to participation and

involvement. ‘

¢ Ask for feedback from students, reflect, and respond.
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Step 2

EDI in Student Instruction

Teaching materials are crucial in establishing and supporting EDI goals, and can help
build a diverse and inclusive understanding of cybersecurity among students and staff.
Universities should consider carefully the messaging behind what is being taught and the
language used.

Some questions to consider when selecting and teaching cybersecurity course materials

are:

Do materials negatively reinforce stereotypes?

In course materials and assigned readings, use source materials from authors
from different backgrounds to counter stereotypes of who works in the
cybersecurity field. When designing your lectures, incorporating diverse images
in your lecture slides is a simple way to better represent the cybersecurity field,
counter stereotypes, and improve the feeling of EDI in the classroom. Be careful
of Al-generated material, as Al-generated content draws from material online,
some of which is sexist / biased / gendered. Al-generated content, used without
care, can inadvertently reinforce harmful stereotypes and perpetuate

discriminatory or harmful content.

Do your topics reflect the breadth of the field?

In addition to technical topics, your cybersecurity seminars could integrate
topics which relate to EDI including ethics of cybersecurity, policy implications,
and history of the field and influential figures. Other cybersecurity threats could
relate directly to EDI characteristics."® For example, women (especially of color)
face a disproportionate level of harassment and abuse online. Enshrining good
safeguarding practices online should be a priority for all cybersecurity

education.

[16] ISC2, “Guide to Inclusive Language in Cybersecurity.”
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Step 2

EDI in Student Instruction

Is the language and terminology inclusive?

Many cybersecurity actors are taking steps to think about and reframe many
traditional cybersecurity terms, such as ‘Whitelist’ and ‘Blacklist’. Whitelist is
used to refer to something which is ‘good’, whereas Blacklist is used in reference
to something ‘bad’. Alternative words you can use instead are Allow List or Block
List. For further examples, see the ICS2's guide to inclusive language in

cybersecurity. 071

Language can serve to reinforce or perpetuate existing inequality,
discrimination, and power dynamics, hence being conscious of your word
choice throughout is critical.

All language in the seminars should be checked with the most up-to-date
terminology around EDI. EDI implications of the topics discussed (especially
those which might not be obvious to the students) should be added to the
seminars curriculum.

Are materials culturally sensitive?

All university staff and instructors / trainers should ensure they are aware of
cultural differences and friction points, knowing that EDI discussions can be
very sensitive and can stir up discomfort and debate.

Seminars must be tailored to the audience and able to adapt and respond to

contextual regional specificities.

[17] 1ISC2, “Guide to Inclusive Language in Cybersecurity.”
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Step 2

EDI in Student Instruction

Are materials inclusive?

As mentioned above, inclusion should be interpreted widely, and should include
ensuring gender, race and religious diversity as well as diversity of backgrounds
and opinions, diversity of age, migrant status, religious or ethnic minority.
Emphasize an intersectional approach, taking into account the differing and

compounding forms of discrimination faced by marginalized groups. "

Are materials accessible?

Depending on the structure of your cybersecurity seminar, you might have
students participating with different levels of knowledge. Students can be
supported by providing additional background readings appropriate for their
level of knowledge, and by contacts of the teaching teams for students if they
need additional learning support. Additionally, measures should be taken to
ensure students have equal access to course materials, including textbooks,
resources and equipment.

This should also include accessibility considerations for those with a disability or
neurodiverse students, both groups of whom may require additional
accommodations which need to be taken into account and planned for in
advance. This pertains to both in-person and online education. Accessibility
requirements go beyond physical access provisions such as ramps (for physical
accessibility) and should include provisions for sign language interpreters if
possible. For online training and web content, ensure the content is also
available in a format for people with learning disabilities and in formats that are

compatible with software for the visually impaired.[w]

[18] Mowat, “Towards a New Conceptualisation of Marginalisation.”
[19] Dunkley, Conway, and Messmer, “Gender, Think-Tanks and International: A Toolkit.”
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Step 2

EDI in Student Instruction

Implementing a flexible method of learning can be a positive way to accommodate the
needs of students and teaching staff. A flexible approach to your teaching structure
should address three areas: place, pace and mode of study. A flexible structure is
beneficial for students, as it allows them to balance work, study, leisure, and childcare or
other care commitments, domestic and family duties in a way that suits the needs of
each individual.

Here are some tips for fostering EDI in the classroom environment:

e Encourage participation from students, and provide different ways to participate.

¢ Communicate with students (e.g., give advance warning of deadlines, if possible
give course materials ahead of time etc).

e Use non-gendered terms when interacting with students. Additionally, when
calling on a student to participate, identify them by a piece of clothing or their
position in the room.

¢ When incorporating peer-to-peer learning in the classroom, designate groups to
prevent exclusion. For example, grouping students by asking them to work with
the person next to them.

e Provide students with relevant university support or resources. This may include
your university's mental health team and learning support.

e Take into account childcare or other care commitments, domestic and family
duties, such as elder care or care for a family member with a disability, that some
students may have.
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Step 3

EDI and Local Community Organizations (LCOs)

The local community organizations (LCOs) you will engage with will vary significantly.
Examples may include non-governmental organizations (NGOs), civil society
organizations, public service organizations or educational institutions. There is no single
solution for how you should choose which LCOs you will assist.

However, you may want to prioritize the following categories:

1. Organizations whose cybersecurity posture does not yet prioritize EDI.
2. Public service organizations with lower levels of cybersecurity maturity.

3. Human rights / gender / civil society organizations with lower levels of
cybersecurity maturity.
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Step 3
EDI and Local Community Organizations (LCOs)

2. What?

LCO engagement should be inclusive for both students and LCOs. It is important to
consider what barriers students might face during LCO engagement, and to provide
appropriate assistance and support.

When working with LCOs, be sure to emphasize a non-hierarchical learning environment
and the importance of co-creation: ensuring that civil society and the diversity of
stakeholders consulted as part of the program have a sense of ownership over the
solutions they have identified. The program should apply equitable and accountable
partnership principles to ensure that its work with civil society actors does not reinforce
power asymmetries. This means that, ideally, LCOs should have opportunities to influence
the design of the training material, outreach strategies and engagement approaches. It
involves recognising the existing knowledge and capabilities present in LCOs, rather than
employing a deficit-based approach to capacity development.

Some tips to help you foster partnerships with LCOs are:

e Ensure students are appropriately equipped with the knowledge of what the LCO
does and how to teach others.

e Support the development of relationships amongst LCOs across contexts and
regions to foster collective action, including through creating spaces for mutual
knowledge sharing and learning.

‘ e Work with ECCRI CIC to track impact in key EDI areas, including particularly the
participation of women and other underrepresented groups.
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Step 3
EDI and Local Community Organizations (LCOs)

Cybersecurity Seminars are designed to assist LCOs with their cybersecurity needs. What
this looks like will differ between the design of your cybersecurity seminars, and might
include cybersecurity awareness, or vulnerability assessments.

Universities are well placed to help local communities. Student involvement with local
communities can be seen in other academic disciplines. Law students at New York
University participating in the clinical and advocacy program assist with real-world cases,

as do students at universities in the US Consortium of Cybersecurity Clinics2°/2"

Elements to consider include:

e Build a partnership that addresses the needs of local community organizations,
with tailored training plans.

e Ensure consultative and participatory approaches to partnership work, which
involve talking to relevant stakeholders, groups, individuals etc prior to the project

design and delivery.

e Think of a wide array of beneficiaries reached through the work of the LCO,
keeping in mind direct and indirect impacts on these groups.

e Create and share resources for self-teaching.

e Group students appropriately when interacting with businesses.

e Prioritize good, safe and accessible travel options for students, and provide
compensation for travel costs where possible.

[20] Sultan, “Improving Cybersecurity Awareness in Underserved Populations.”
[21] NYU Law, “Clinics and Externships.”
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Step 3

EDI and Local Community Organizations (LCOs)

You can best serve LCOs by first understanding what the situation is in your own
community; for example, through research or discussions with your LCO network. It is
important to remember that each LCO will face different challenges and have different
levels of cybersecurity awareness.

The Citizen Lab has compiled a list of good practice examples for inclusive community
engagement. 22 Some key practices include being mindful of language used, flexible and
open to different methods of communication and engagement, and making sure to
reach a diversity of organizations, not just the “usual suspects”.

The educational process for LCOs will continue after your student engagement, so ensure
your LCOs continue to have access to relevant and up-to-date resources (for example,
through maintaining a cybersecurity awareness site).

[22] Fillet, “Inclusive Community Engagement: 10 Good Practices.”
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Appendix: Glossary and Abbreviations

Equality

E D I Diversity

Inclusion

Equality ensures that everyone, regardless of their
personal characteristics, has access to the same
opportunities. You might also come across the
term Equity. Equity refers to acknowledging and
resolving disproportionate barriers to
opportunities and resources that someone might

face. (23]

Diversity involves recognising and valuing the
different backgrounds, experience and knowledge

that an individual has. 4!

Inclusion involves creating an environment where
people can be themselves, voice and share
opinions and where differences between

T . [25]
individuals is welcomed and encouraged.

[23] Summarized from CIPD (Chartered Institute of Personnel and Development), “Equality, Diversity and

Inclusion (EDI) in the Workplace.”
[24] Ibid.
[25] Ibid.
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Appendix: Glossary and Abbreviations

“Do no harm” Under ‘do no harm’ principles, an action is
conducted in a way that avoids exposing already
vulnerable people to additional risks and harms.
This is done by actively seeking to mitigate
negative impacts and designing interventions
accordingly. 8!

Gender equality The state of being equal in status, rights and
opportunities, and of being valued equally,
regardless of gender identity and / or expression. 7]

Gender-neutral / blind Gender-neutral language is not gender—speciﬁc.[zsl

Gender-neutral refers to scenarios, products,
innovations, etc. that have neither a positive nor a
negative impact when it comes to gender
relations.

Gender-nonconforming A person who is gender-nonconforming does not
align with the conventional traits attributed to any
gender.B0

Gender-responsive Gender responsiveness refers to outcomes that

reflect an understanding of gender roles and
inequalities and which aim to encourage equal

participation and equal and fair distribution of

benefits. B!

[26] Dunkley, Conway, and Messmer, “Gender, Think-Tanks and International: A Toolkit.”

[27] “Gender Equality in Research and Innovation Official Development Assistance (ODA)."

[28] Dunkley, Conway, and Messmer, “Gender, Think-Tanks and International: A Toolkit.”

[29] Emerson-Keeler, Swali, and Naylor, “Integrating Gender in Cybercrime Capacity-Building: A Toolkit.”
[30] Ibid.

[31] “Gender Equality in Research and Innovation Official Development Assistance (ODA).”
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Appendix: Glossary and Abbreviations

Gender-sensitive

Gender transformative

Intersectionality

Gender-sensitive language ensures gender is
appropriately discussed. *?l  Relating to gender
being considered in the research or program but
where it is not a central aspect of the research.
GCender-sensitive research sets out to ensure,
where possible, that it does not perpetuate a
damaging gender dynamic, (or is at the very least
aware of that damaging dynamic but cannot
influence it and must work within it for the sake of
the project) or ensure that gender relationships in
the context of a specific research project are not
made any worse. 3!

Gender-transformative language changes biased
thinking. [34]

Intersectionality recognizes that people’s lives are
shaped by their identities, relationships and social
factors. These combine to create intersecting
forms of privilege and oppression depending on a
person's context and existing power structures
such as patriarchy, ableism, colonialism,
imperialismm, homophobia and racism. It s
important to remember the transformative
potential of intersectionality, which extends
beyond merely a focus on the impact of
intersecting identities.[3%

[32] Dunkley, Conway, and Messmer, “Gender, Think-Tanks and International: A Toolkit.”
[33] “Gender Equality in Research and Innovation Official Development Assistance (ODA).”
[34] Dunkley, Conway, and Messmer, “Gender, Think-Tanks and International: A Toolkit.”

[35] “Intersectionality Resource Guide and Toolkit.”
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Appendix: Glossary and Abbreviations

LCO (abbreviation)

NGO (abbreviation)

Male-by-default design

Non-binary

Safeguarding

Local Community Organization

Non-Governmental Organization

Male-by-default design refers to the concept that
the default gender - among and for which
systems, concepts, ideas, policies and activities
have been designed - is ‘man’. This is related to
androcentrism, which is the practice of centering a
masculine world view and marginalizing others. [*¢!

Non-binary refers to people who do not identify as
‘man’ or ‘woman’. This can also include people who
identify with some aspects of the identities that

are traditionally associated with men and women. 371

Safeguarding is the act, process or practice of

protecting people from harm, and the measures in

place to enable this protection.BB]

[36] Emerson-Keeler, Swali, and Naylor, “Integrating Gender in Cybercrime Capacity-Building: A Toolkit.”

[37] Ibid.
[38] Ibid.
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www.cyberseminars.org

If you have any further queries or need to update your
contact details, feel free to reach out via email at:

e contact@europeancyber.org



